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ITEPEJIMOBA

Ha nouatky 6epesns 2017 poky MeHi 3aTerepOHyBaB Miil ApyT
i xonera Poman Cornory6, reagupexrop kommanii ISSP, i3 gemo He-
TPUBiaJIbHMM 3alIUTAaHHAM: y Halll 0(ic XOTiB MpuixaTu >KypHamicT
WIRED. Bin npocus [103BO/Iy pO3NUTATV HAIIMX €KCIEPTIB PO
pe3oHaHCHI kibepaTaky mpory YKpalHu Ta pO3CIifyBaHHs, sKi
npoBoauwIa KoMaHja maboparopii ISSP Ha voni 3 ii kepiBHUKOM
OnekcieM fAcnHcbKMM.

ITe Tenep, Mmic/iA TOTO AK CTaAM BiJlOMMMM Ha BECh CBIiT IOTYX-
Hi aTaky Ha YKpalHCbKY €HEepreTuKy, OaHKM, TeJTeKaHasIl, aepo-
MOPTY, 3a/Ti3HUINI0, ONEePaTOpiB 3B’A3KY, EeP>KYCTAaHOBY, OH/IAVIH-
Mefiia, eIeKTPOHHY KOMepIlilo, TiKapHi, po3pobHukis I13, pureitn,
IIPOMIICTIOBi BUPOOHUIITBA, OCBITY i HayKYy, BiliCbKOBi CTPYKTypH,
cucrteMn i1 3abesnedeHHs] BUOOPiB — TOOTO Ha BCe, IO € BaX-
MUBYM /1 PYHKI[IOHYBAaHHS €KOHOMIKM Ta Jiep>KaBl, 3BepPHEHHA
JKYPHATICTIB i3 IpOBigHMX CBiTOBMX Menia 3a OyMKOIO ab0 KO-
MEHTapeM JI0 YKpalHChKMX eKCIIePTiB i3 kKibepOe3neky € 3BUYHOI0
cupaBolo. Bpemri, kibepbesneka — 11e ogHa 3 HebaraTbox cdep,
y AKMX YKpaiHa MO>Ke He JIMIIE «9y>KOrO HaBYaTUCA», & 1 «CBOTO He
LypaTuCs», OTPUMYBATU IIOPaJU 1 JOIIOMOLY, i BOGHOYAC PaIuTH

n JorioMaraTtiy nmapTHepam 6YTI/[ HeOHiHeHHI/IM COIO3HMKOM €BPO-
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aTJIAaHTMYHOTO CBiTy B riOpmpaHiit BiiiHi, AKy ToTamiTapHi KpaiHu
PO3B’s13a/IM 11 HAPOUTYIOTh IPOTY BiIKPUTUX CYCIIi/IbCTB.

Opnak Topi, HaBecHi 2017-ro, KOony [0 3aBepllIeHHs HaMIo-
TY>KHIIIIOI 71 Ha CbOrOmHi Kibepomepamnii, mo micnsa i KynpmiHa-
1ii B yepBHi 2017 poky orpumaina Ha3By NotPetya, nmuimanocsa me
Kizbka Micawis, 3arjikaBieHIiCTh i3 60Ky Biomoro >XypHaricTa,
SIKVII IIPAIfIoBaB Ha, MaOyTh, HalaBTOPUTETHIIINIT Y CBiTi )KypHaI,
1O BUCBIT/IIO€ BIIMB HOBITHIX T€XHOJIOTIN, iHTpUryBana. IaTyinia
IiIKasyBasa, 110 MTUMEThCA He IIPOCTO PO 3alUT Ha KOMEHTap
9l eKCIIEPTHY JYMKY, a IIPO IOCh Oinblle. ..

Tak i cranocs. Bxe 3BuuaitHa mepeBipka iHdopmarnii mama
3pO3yMIiTH, 10 UTUMEThCS PO INMOOKe AOCiIKeHH ab0 HaBiTh
pO3CIIigyBaHHA, aJpKe 3’ACyBajocs, IO 3aljikaBJIeHNM >KypHa-
micToMm € HixTo iHmwmit, ssk Expi Ipin6epr, mpoBigumit >xypHamicT
WIRED (y Hux 1e Ha3uBaerbcs Senior Writer), sikuit Ha TO 4ac
OyB y>ke BijoMnM y cBiTi iHpopMaliitHOI 6e3meky aBTOPOM, 10
creriasisyBaBcs Ha TeMi Kibep3/IO4MHHOCTI, KibepaTak i BIUIMBY
TeXHOJIOrill Ha KOHQimeHNiTHICTD, iIHPOopMaLiiHy cBOOOAY i 1O-
NITUKY.

Voro cratTs 2015 poky npo Te, sk Yapni Minep i Kpic Benecek
XaKHYy/IN Jeep, 110 pyXaBcsA XaliBeeM i3 Expii 3a kepMoMm, oTpuMarna
YYMAa/ANI pe30HaHC i IpuU3BeIa A0 BiAKIMKAaHHA MalbKe IiBTOpa
MinbJiOHa aBTOMOOIJIIB, ajie TOJIOBHE — 3BepHY/Ia yBary Ha HOBI
MOTY>XHi PM3MKM, IO CTBOPIOE AupKkuranisania. CsiT, 30KpeMma,
3aBsaKM my6ikarism [pinGepra, OCTYIIOBO MOYMHAB YCBiTOMITIO-
BaTl, IO IIPOHMKHEHHS i3 IIa/IeHOI0 HIBMUJIKICTIO KOMIT IOTePHUX
TeXHOJIOTiM B yCi cep KNUTTS, IPUIIBUAIICHHSA PO3BUTKY IITY4-
HOTO iHTENIEKTYy 11 IHTEpHEeTYy pedell — Iie He JIMIIe HOBI MOXX/IN-

BOCTI, a 1 HOB1 BUK/JIUK.



ITEPEIMOBA

e panimre, 2012 poky, kaykka Enpi IpinGepra «IIs mammHa
BOMBae cekpetn» (This Machine Kills Secrets) morpanmna go mepe-
niky Bubopy penaxuii Hpro-JMopx Taiimc (New York Times Editor’s
Choice), 2013 poky crarta Expai gna Forbes.com «3ycrpivaiite xa-
KepiB, AKi IpOJAIOTh IINUTYHAM iHCTPYMEHTH J/Id 3/1aMy BallIMX
ITK (i 3apo6nAI0Th MIeCTU3HAYHI TOHOPApM)» OTPUMaJja BUSHAHHS
HalKparioro 6710ry poky Bif Security Bloggers Network, a 2014-ro
pasom i3 Paitanom Mekom Enpi IpinGepr 6yno HOMiHOBaHO Ha
ITpemiro Iepanbpa JIpo6a 3a cTarTio «MO30K Benmmkoro 6pata» (Big
Brother’s Brain) y Forbes Magazine, i Toro »x poky SANS Institute,
skuii s npodecionanis y cepi kibep6esnexn He moTpebye mpep-
cTaBjieHHs, Haropoaus Enpi [pin6epra mpeMi€ro K OHOTO 3 Hali-
Kpalux >KypHaicTiB y cdepi kibepbesnexku (Top Cybersecurity
Journalist Award Winners). Hapemri, 2019 poky Enpi Ipin6epr
orpumasn IIpemiro Iepanppa J/Iboba 3a crarTio «Kop, mo posrtpo-
LIIMB CBiT: HepO3KasaHa icTopis npo NotPetya — HalipyliHiBHIIIY
KibepaTaky B icTopii».

I Bce >k TakM 1,0 BUXOAY Lii€l KHVDKKY HallBOK/IMBIIIMM BHECKOM
Enpi Ipinbepra B LUIAXETHY CHOpPaBy MPOOYI>KEHHS CYCIIIBCTB
i mep>kaB O YCBiOM/IEHHS BUKJIMKIB cy4acHOI KibepBiliHM cTana
CTATTs, I HallMCaHHA AKOI BiH ynepure it mpu6ys no Kuesa B Ge-
pesni 2017 poky. BiH npauroBaB HaJ UM JOCIIPKEHHAM KilbKa
Micauis. I, MmabyTs, 3a iponi€ro goni — B Oyab-sAKOMYy pasi Lie gysxe
CUMBOJIIYHO — CTaTTsA obaumia cBit nyo6nikaniero y WIRED came
B 4epBHi 2017 poOKy 3 IPUCBAYEHOIO LIJIKOBUTO i1 0OKIafAMHKOI0
Ta ACKpAaBUM TU3epOM « K BUMKHYTU KpaiHy». B erekTpoHHOMY
K BUIJIAAZI CTATTs Buiiiia Ha wired.com 20 yepBHS, TO6TO 32 CiM
pHiB o KynbMinanii NotPetya. Hassa crarTi my>ke nmpoMoBucra:

«fIk mina KpaiHa cTaja pocCilichbKo0 BUIIPOOYBaIbHOIO TaboparTo-



[Tinranmnit xpobak, abo SANDWORM

piero xi6epsiinn» (How an Entire Nation Became Russia’s Test Lab
for Cyberwar).

BaxxnmBicTb Tiel my6mikanii ana Ykpainy Baxko Oyyo mepeori-
HuTU. Hapeniri, nporHosu i1 BUCHOBKM, AKUX MMM €KCIIepTU
ISSP me 2014 poky B pe3ynbTari aHami3y posciigyBanuxy 2015-my
Ta 2016 pokax Kibeparak Ipo IepeTBOpeHHA YKpaiHM He JIle
Ha IIi/Ib pOCiiicbKMX Kibepomepariiit, a it Ha BUIIPOOYBaIIbHUII 110-
miroH kibepsirtHu, 6y modyTi ro6anbHUMY ayguTopisMm. 3a-
Bsiku aBroputery xypHany WIRED rta Eupi [pin6epry sik aBropy
1[eJl BUCHOBOK IIBJ/IKO HAOyB CTaTyCy 3ara/IbHOBM3HAHOTO aKTy
cepeqi eKCIEePTiB 1 Ha piBHI yXBa/leHHA KJII0YOBYX pillleHb, 30KpeMa
MOJIITUYHNX. YMiIHHA 33aXOIUIMBO PO3IOBiJaTy IIPO CKIAfHI TeX-
HiYHI pedi 3pO3yMIJIOI0 IINPOKOMY KOy YMTadiB MOBOIO — Ii€ Be-
JIMKWI TaJaHT i BMiHHSA, sskuM Expi Ipin6epr Bonmofie mo0CKoHaIO,
1 BIH BKOTp€ CIIOBHA CKOPUCTABCA HYMMU.

Komun Enpi mosiomMuB, 1O IUIAaHYE HaNMCaTH KHIDKKY IIPO
yrpynoBaHHs Sandworm i 3HOBY xode mpuixatu go Kuesa it mmo-
CITiJIKyBaTHCA Iie IMOIIe PO BCi pe30HAHCHI KibepaTaky rpynmu
Sandworm npory Ykpainu it iHImmx Kpain, My 6ynu 6inblne HiX
pani. Amxe 11e 03HavasIo, 10 He3abapoM CBIT MOYYeE iCTOPito, PO
AKY MYCUTD 3HATU.

Ko>xHa nmropyHa, a mepefoBCiM Bi1afa KOXKHOIL KpalHy, IOBUHHI
yCBiOMIIOBaTH, 1O aTaka B IU(pPOBOMY IPOCTOPI, 3 IKUM II0-
IHS MU CTAEMO BCe Oi/IbIIl iHTerpoBaHMMMY, MOXKe OyTU HaI3BU-
yayiHo pyiiHiBHOW0. llle 2011 poky ypan Higepnanpis, AKi € of-
Hi€I0 3 HAJICIIPOMOJXXHIIINX KpalH i B 3aXMCHUX, i B HACTYNa/IbHUX
Kibepormepauisax, IpupiBHAB KibepaTaky, 1[0 CIIPUYNHSE CEPILO3-
Hi IOpYyLIeHHs poOOTH 3 TPUBAIVMU HaCTiAKaMM, O 30pOITHOTO

Hamapmy.
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CporopHi KinbKa 1ecATKiB KpaiH y cBiTi MatoTh odiniitHo cdop-
MOBaHi KibepBilicbka. J[o IATIipKY HailuMCeNbHININX i HallKpalie
¢dbiHaHCOBaHMX, 3a OL[IHKaMy eKCIepPTiB, BXOAATD i Kibepninpospi-
v 36poitHux cut PO, 110 Bxe 6arato pokiB Befie TiOpugHy BiliHY
IPOTH YKpAIHMN.

[Ticra ataku NotPetya 6arato XTo BBa)kae, AKIIIO HEMA€ IyYHO-
ro KOJIAICY, AK Iie 6yno B 4epBHi 2017 poky, To 71 aTak Hemae. Ha-
CIIpaB[i 3TOBMJCHA aKTUBHICTD y KibepIpocTopi He CIMHAETHCA
Hi Ha MUTD, 1 HAMKPALOK MIIIEHHIO /I 3JIOBMUCHMKIB, fAKI XO-
YyTh 3aBAATY IIKOAY IIiTiii lep>kaBi, € 06’€KTU KpUTUIHOI iHppa-
cTpykTypu. CripAMOBaHa aTaka Ha IOf[i6Hi 06’€KTI MOXKe TPUBATU
Bif 6 mo 12 micaniB. 3peb6inpiioro, AKmo ataka Oyna ycHinrHoro,
JKepTBU 6avaTh TUIbKM KiHIleBi a3y, HAapUKIaL, 3HUILEHHs 1HO-
pacTpyKTypu 4u mmdpyBaHHA [aHNX, BUMOTY BUKYyIYy. | HaBiTh
KiHIeBi a3y KibepaTaky MOXKYTb Oy TV HEBUIMMUMMU, SIKILO, IPU-
MipoM, 3JIOBMICHUKY Tpeba IIPOHMKHYTY B OpraHisalliio, BUKpac-
T TI€BHi [JaHi /I HEITIOMITHO 3HUKHYTU ab0 OTpUMAaTU HOCTYII IO
iHppacTpyKTypu A 1OT0 BUKOPUCTAHHA B MallOy THHOMY.

Enpi [pin6epr nuire B >kaHpi HOH-(IKIIH, ajie, KOV YUTAELI IIF0
KHIDKKY, JIeTKO cebe CIIifiMaTy Ha Bif4yTTi, 1[0 YMTAELI HE OKY-
MEHTaJIbHY PO3IIOBiJib, a 3aXOoNAMBuUIl Tpuiep. Lig onosigb Ackpa-
BO IEMOHCTPYE, IO ecKa/lalis KibepBiilHU TpuUBae, a XKepTBaMu
CaHKIIIOHOBAaHMX Jiep>kaBaMM Kibepormepariiii CTalThb He JIuIle
OKpeMi IMINPpUEMCTBA, Tajly3i 4u YpA4u, a 1 MicTa Ta KpaiHu.

3i 3pO3yMiNMX NPUYMH LA KHIMDKKA He MOXKe€ MICTUTH BCIO iH-
¢dbopmariro mpo Benm4esHy KibKiCTh TeXHIYHNX JleTasell IIpo TaK-
TUKI I TeXHiKM KibepaTak, ajie aBTOPY BHATIOCS HMPOAEMOHCTPY-
BaTM BeChb MacuITab 3arpos Big Sandworm i 1oro aHajoriB, sIKuit

HaBIICA€ HAJl MAlOyTHIM y>ke Terep i CKpi3b.
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Ictopisa yrpynoBanusa Sandworm — 1ie icTopis mpo Haiisckpa-
BILlIMII TIPUK/Ia]] 37I0BMUCHUKIB, 11J0 HAOMVDKAIOTh aHTUYTOIIIO Ki-
6epsiitan. Expi [pinGepry Bmanocs B mpUTaMaHHIN iioMy MaHepi
«IIpOCTOl pO3MOBiAi Ipo CKIamHi pedi» BUCBiT/IMTM OaraTopiuHy
poboTty mocmimHNKiB Kibep36poi Ta poscmigyBadis Kibeparak, Aki
3MOIJIM BiJICTeXKUTY HaltHeOe3nmeyHimmx xakepiB Kpems, mo6 He
nuie ifeHTNgiKyBaTy OCTaHHIX i BCTAHOBUTH IXHE MicIje epe6y-
BaHHs, a VI IPUBEPHYTU yBary CBITY IO 3arpO3y, AKY CTaHOB/IATH
CIIOHCOPOBaHi Ta 3[iIICHIOBaHi iep>KaBaMu KibepaTaky Ha KIITaJIT
atak Ilimanoro Xpob6aka.

Bognouac Sandworm — 1ie icTopis He nuIIe IPO OKpeMy IIO-
TY>KHY 3/IOBMMCHY XaKepCbhKy I'PYIly YU HaBiThb INIMOOKY Hebe3-
IIeKY, CIIPMYMHEHY 6e3po3CcyJHNM IparHeHHAM Pocii posropraru
KibepBiltHy B ycboMy cBiTi. Lle icTopis rmo6anpHOI rOHNTBY Kibep-

036po€Hb i Hafii Ha Te, o CBiT/I0 3HOBY IIepeMOKe.

Onez Jlepes’sitiko,
CIIiIB3aCHOBHIUMK i ronosa Panu nupexkropis

ISSP — Information Systems Security Partners



Hoea enoxa xibepsiiiHu ma nonweaHHs Ha
Hatinebe3neuniwux xaxkepie Kpemns

Ha nam’smv npo mozo 6amvka lepi Ipinbepea

BCTYII

IBapuAaTh cbomMoro 4epBHA 2017 poKy Aelo aHOMaJIbHO JKax-
JIMBE TI0YaJI0 MOIINPIOBATUCS Ha 06’ €KTY iIHPPACTPYKTYPH Y BChO-
MY CBITI.

Y 6ararbox nikapHaAx [leHcnibBaHii movanyu ckacoByBaTu ole-
pauii. Ha mokomagniit pabpuni Cadbury B aBcTpaniiicbkoMy 1ra-
ti TacmaHisg npunuHWIM BUPOOHMUTBO mIOKOomany. Papmaries-
TUYHNI riradT Merck 3YIVHUB BUTOTOBJIEHHSA BAaKLVIH BiJl BipycCy
IaIli/IOMMA JIIOVIHM.

HesabapoMm y moprax mo BcbOMy CBiTy Oyno mapasi3oBaHO
po6OTy ciMHafIATK TepMiHAJIB, sAKi Ha/le)XaTb CBITOBOMY JIife-
poBi y cdepi KoHTelTHepHUX HepeBe3eHb Maersk. [lecaTku Tucsay
TATA4iB, IO IEPeBO3ATb BAHTAXKHI KOHTeHepu, Hodaay 30um-
paTuca 3a BOPiTbMM LIMX IIOPTiB, a Ha I'PaHiO3HUX Cy[AHAX, ILIO
npu6byBany 3 pi3HNX OKEaHChKUX IIIAXIB, i KOXKHE 3 IKMX OCTaB-
JIAZI0 COTHI TUCAY TOHH BAaHTaXy, YCBiJJOMJIIOBaA/ — pO3BaHTa-
KUTUCA TaM He 3MOXKYTb. 3aBajiocs, IO K/OYOBi CKIaJHUKU
BCECBiTHbOIIOB sI3aHJX aBTOMATIN30BAHMX CUCTEM CIIOHTaHHO Bif-
MOBJLUINCS (QYHKLIOHYBaTV, Ha4e BOHM ITOCTPaXKAA/IN Bif ITaHe-
TApPHOTO CITaJIaXy HeBiloMoi 6aKTepil, 110 pyIHy€e MO3OK.

ITe BimYyTHIiIIE HACTIZKM TEXHOIOIIYHOIO aIllOKaIiIcuca Ipo-
ABUINCA B elileHTpi aTaku — B YKpaiHi. Hesposymino yomy Bifi-
KJTIOYMINCA OaHKOMATM 7 CUCTeMM OIUIaTV KPEeOUTHMMM KapT-

kamu. Y crommii Ykpainm — Kuesi Oyno nmapamisoBaHo po6oty
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IPOMafICbKOTO TPpaHCIOpTy. [lep>KaBHi yCTaHOBM, aepONOPTH, JIi-
KapHi, momrrosa c1y»6a i HaBiTb y4eHi, AKi BificTe)XyBann piBeHb
papianii Ha 3pyitHOBaHil YopHOOM/IbCHKilT aTOMHI €IeKTPOCTaH-
11i1, — BClogu 6e3MopajHO CIIOCTepiranm, K HeBiqoMuii pparMeHT
PYVHIBHOTO KOAY 3apakaB i BUBOAUB i3 yayy GaKTUYHO KOXKEH
KOMIT I0Tep y IXHiX Mepekax.

Came Takuil BUITISAZ Ma€ KibepBiitHa: HeBUMMa CUJIA, 1110 37aT-
Ha INPOSABUTUCA 3 HIi3BiIKM I IIMPOKOMACIITAOHOTO MiJpUBY
TEXHOJIOTi, IIOK/IaIEHNX B OCHOBY CY4YaCHOI IMBimi3aliii.

ITporaromM pecATUNITH «kaccanopu»' iHTepHeT-Oe3meKky Io-
repepKany Hac, 10 IIbOro He YHUKHYTU. BoHu 3acrtepiranu, mo
HEBJIOB31 XaKepy 3poOIATh 3HAYHUIT KPOK yIepes — BUIAYTH 3a
PaMKM 3BMYAHOTO 3JIOYMHY YM HaBiThb CAaHKI[IOHOBAHOTO JeprKa-
BOIO IIMUTYHCTBA i MOYHYTh HaMallyBaTyu CIabVHU B onudpoBa-
Hiil KpUTUYHIN iHPpacTpyKTypi cydacHoro cBity. ITopii 2007 poky
B EcToHii, ko B pe3ynbraTi Kibeparak poCiicbKUX XaKepiB «JIi-
r» (PaKTUYHO BCi caliTu B [lepiKaBi, BIlepllle IOKa3any, SKIMI
MOXYTb OyTM HOTEHIiliHi MacIITaby reoNnoTiTMYHO BMOTMBOBA-
HJX XaKePCbKMX HamlaJiB. A B)Ke 3a iBa POKM CBiT CTaB CBiIKOM
HOBOI ieMOHCTpauii cunn: mkignusa nporpama AHDB CIIA mip
Ha3BoIo Stuxnet 6e3NIYMHO 3ynuHMIA HeHTpUdyru 3i 36aradeHHs
ypaHy B IpaHi, oKy BoHM He caMosHuIyIncA. Lg onepanis noka-
3aJIa, o IHCTPYMEHTH KibepBillHM MOXXYTh IIPOHMKATH Ja/IeKo 3a
Mexxi 1ppoBoro cBity — (akTUIHO B Haitbinbi KoHpigeHiHI
Ta 3aXUIIeHi KOMIOHEHTU (i3MIHOTO CBiTYy.

3i cBoro 60Ky TOI1, XTO 3 Mo4aTKy 2014 poKy CTeXXMB 3a Iepe-
6irom BivicpkoBuX Aiit Pocii B YkpaiHi, moMiuaB 4iTkimri 1 mpsaminri
npoBicHMKM. Tak, XBuIi BipycHMX KibepaTak modaay HaKOYyBaTH-

' Kaccangpa y paBHbOrpenbKiit midosorii — mapiBHa, HaflineHa gapom

IpOpPONTBA (NPpUM. — nepexL.).



BCTVII

cs Ha yKpaiHcbkuit ypajg, 3MI it TpaHcnoOpTHY iHQPaCTPyKTypy
mie 3 2015 poky. 3aBepiInIncs BOHM IEepIINM B icTopii 61exayToMm,
AKUN COPUYMHNIN XaKepy, — aTaKolo, 10 Bipi3daja BiJi €eHEPro-
CUCTEMU COTHI TUCAY MUPHUX KUTETIB.

Hesemmka rpymna focmigHNKIB Mo4asa OMTY Ha CIOJIOX, IIOIIe-
pemxkaroun, mo Pocia neperBoproe YKpaiHy Ha IIONITOH s BU-
npoOyBaHb Kibep36poi, ase ix He mouyymm. Boun crBepmxysanm,
1110 He3abapoM NofiOHI KibepaoCATHEHHS MOXKe OYTI 3aCTOCOBAHO
it npotu CIIIA, HATO ta Bcboro cBity, sikuit 6yB abCOIIOTHO He-
TOTOBMM JI0 HOBOI ¢popMU BefileHH: BiliHM. BoHu >x BkasyBamm Ha
MOHOJIITHY CUJTY, HalliMOBipHile 3a ctinamu Kpemiisa — rpyny xa-
KepiB, BiIIOBifa/bHy 3a 3aITycK 1iel 6e3npereieHTHOI Kibep3bpoi
MacoBOrO ypaxeHH:. [pymy, Bigomy Ak Sandworm, ab6o Iliujanuii
Xpobax.

[TpoTsiroM HacTynHUX [BOX pokiB Sandworm mposBisiTMe
CBOIO arpecio fenasti Bif4yTHillle, 3MyCUTb TOBOPUTH IIPO cebe K
Ipo HaliHeOe3NeyHilly KOMaH/y XakepiB i (PaKTMYHO BU3HAYNUTD
CYyTb KiOepBiliHM. 3pemToro, HaIpPUKIiHI[I JOIEHOCHOTO YepBHS
2017-ro rpyma 3amycTuTh «xpobakar, Bitomoro Ak NotPetya — Ha
CPOTOJIHI HaiibinpII pyriHiBHOrO Bipycy B icTopii. CBO€IO aTako
Sandworm sicKpaBO IIPOAEMOHCTPYE: JOCBiUeH] XaKepy, 0 Ma-
I0TH IATPUMKY Aep>KaBy I MOTUBALIiIO BiICbKOBUX [AMBEPCITHUX
nifpo3ainiB, 3MaTHI 3 OyAb-sAKOI JUCTAHLII aTaKyBaTH i BpaXkaTu
B3A€MOIIOB I3aHi CMCTeM, CIIPUYMHAI0YN HellepefOadyyBaHi KaTa-
cTpodivyHi HACTIAKM i MiJPUBAIOYM OCHOBU JIIOACHKOTO >KUTTS.

YBech Macmtab 3arpo3m Bix Sandworm i 7ioro aHasoriB Ha-
BJICA€ HaJ MailOyTHIM Bxe Temep. SIKIIo eckasnaiis KibepBiitHM
1 fani 6e3NepeIKogHO MIPOIOBXYBATMIMEThCS, KEPTBU CaHKIIiO-
HOBAHOT'O JIEp)KaBOI0 XaKiHTy Hapas3sAThCs Ha 3ryOHiln Ta Hebes-

nevHinn Mepexxesi «xpobaku». Iludposi araky, mo Brepiue Oy1o

11
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IIPOIEMOHCTPOBAHO B YKpaiHi, CIYyIyIOTb CBOEPIJHMM HATAKOM
Ha aHTUYTOIIIYHY peanbHICTh, AKa B)Xe BMMAJIbOBYETbCA Ha TOPU-
30HTi: XaKepy CHPUYMHAIOTH OnekayTu (HaBMMCHO CIPUYMHEHI
repe6oi B €IeKTPONOCTAYaHHi), IIJ0 TPUBAIOTh THAMU, TVDKHAMU
4l HaBiTh JOBLIE i MOXKYTb BUCTYIUTH AK Bifji3€pKa/IeHHA aMePu-
KaHCbKOI Tparegii B Ilyepro-Puko micna yparany «Mapisi», AKuii
CTaB IPUYMHOIO KOJOCATbHOTO €KOHOMI4HOTO 30MTKY i HaBiTh
JIIOICBKUX JKepPTB; a00 XaKepy SHUIYIOTh (isuyHe 00MaJHAaHHS Ha
IIPOMUCIIOBUX 00 €KTaX 3aJIsi CTBOPEHHSI CMEPTOHOCHOTO XaocCy;
abo x, Ak 6yno 3 NotPetya, me B cTpaTeriany MuTbh BOHM IIPOCTO
CTUIPAIOTDh IaHi COTEHb TUCAY KOMII I0TepPiB, 106 BUBECTU 3 ARy
undpoBi cucTeMy eKOHOMIKM BOpOra 4u 1Oro KIH4oBoOi iHdpa-
CTPYKTYpPH.

111 KHVDKKa pO3IOBifiae Ipo yrpynoBaHHA Sandworm — Haii-
BMPA3HIIINII Ha CbOTOJHI NPUKJIAJ] TOTO, SIK 3JIOBMUCHUKN HaO/IN-
JKAIOTh aHTUYTOMHII0 KibepBitHyu. KHioKka BuCBiTIIOE GaraTopiuny
po6oTy crifunx, Mo 3HAXOAWINM «BimOMTKM manblLiB» Sandworm
TO Ha OJHOMY, TO Ha iHIIOMY MicIi ¢ POBOro 3/I04MHY i 3 Bigyaii-
AYIIHOIO HaJli€r0 HaMaraanics He uiie ifeHTngikyBaTy IyX XaKepiB
i BcTaHOBUTY IXHE MicIle TlepeOyBaHHs, a 1 IPUBEPHYTHU YBary mo
3arposiu, Ky CTaHOBUTb Sandworm, i 3yIMHUTY Ije YTPyTIOBaHHS.

Bopnovac Sandworm — 1ie icTopisi He Ti/IbKM IPO OKpeMy Xa-
KePCbKY TPYIy i HaBiThb He PO 3HAYHO Oi/NBIIY 3arpo3y TOrO, II0
Pocis roroBa 6e3po3cygHO posroprary 110 HOBy ¢opMy KibepBiii-
HU B yCbOMY CBIT. Lle icTopia 100a/1bHIIIOI, BCEOXOITHOI TOHUTBU
030pO€HD, AKa TpuBaE i cboropHi. [onnTey, saxy Crnomyyeni IlltaTn
Amepuku Ta 3axij He juIlIe He 3MOI/IM 3YIIMHUTY, a i 6e3mocepey-
HbO INPUIIBUAIININ LJIAXOM HAIIOI 3 BAMY F'OTOBHOCTI CTPIMIO/IOB
ocBoroBaTy I[1(ppoBi TexHosOrii — iHCTpyMeHTapilt i arak. Ta-

KJM 4J/HOM MM BITyCTVWIN Y CBiT HOBY, O€3KOHTPOJIbHY CHJIY XaOCY.



ITPOJIOT

TommHHMK CIIOBICTUB, 1O BXXKe ABAHAAISATA HOYi, KOAM 3HUKIIO
CBITJIO.

3a BiKHOM CTOsAB IpygHeBUI Bedip cyboTu 2016 poky. Onexcii
AcuHCbKMIT pa3oM i3 JPy>KMHOIO Ta CMHOM-IIi[JIITKOM CUJIiB Ha IM-
BaHi y BiTanbHi cBO€l KMiBCcbKOI kBapTHpu. Y Ko cim’1 40-piaamit
YKpaiHChKMII CIIeliasTicT i3 muTaHb KibepOesnexku BxKe TORNHY M-
BuBcA cTpiuky OniBepa CroyHa «CHOy[€H», @)K pallTOM y IXHbOMY
OYIMHKY 3HUKJIO CBiTIO.

— Xakepy BOYEBUAD HE XOUYTh, [0O MU FOAVBIINCS QiTbM, —
Ho>kapTyBaja Apy>XMHa SICMHCBKOTO, HAaTsKalo4uM Ha KibepaTaky,
mo 2015 poky 3a gBa gHi o Pisgsa nmummmna 6e3 enekTpoeHeprii
Mai>Ke YBEPTb MiZIbJIOHA YKPaIHIIiB.

Onekcito SIcMHCBKOMY, BUPEKTOPOBI 3 KibepbOesrneky KUIBCbKOI
KOMITaHil, sKa crerjianisyerbcs Ha iHdopManiiHiin 6e3nerti, 6yr1o
He 10 cMixy. BiH m1AHyB Ha NMOPTATMBHUII TOAVHHMUK Ha CBOEMY
CTOJIi: IBaHamIsITa HOYi. PiBHO OImiBHOUI.

Tenesisop y kBaptupi ScuHcpkoro 6yno mix egHaHO O CTabi-
Ji3aTopa HAIIPYTM 3 pe3epBHOIO bOaTapee€io, TOMY KiMHATy Temep
OCBIT/IIOBAJIO TiIIBKM MepeXTiHHA 300pa’keHb Ha ekpaHi. Brim,
i mxepeno 6e3nepe6itHOrO >KMBJICHHS I104aI0 >KaliOHO IMUIATH.
fAcuHcbkuit migBiBCcA I BUMKHYB JOTO, OO 3a0LIafuTH 3apsf.

Y xiMHaTi panToBO 3aBNUC/IA TUIIIA.
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Onexciit mIOB Ha KyXHIO, B3AB TaM KiJIbKa CBi4OK i 3amanus
X, a MOTIM IiJiNIIOB [0 BiKHA. Xy#OpP/IABUIA, CBITIOBOIOCUN iH-
>KeHep 00BiB 04MMa IMaHOpaMy MicTa — TAKoOIO BiH I ITle HiKOu He
6aumB: yce JOBKPYXX JOT0 )XUTIOBOTO OYAMHKY IIOPUHYJIO B TeM-
paBy. I Tinbku cipi BigpaneHi Borui BigbuBanucs Ha 3aXxMapeHOMY
Hebi, miIKpec/To04y 340pHii KOHTYpU Cy4acHUX HOBOOYZOB i pa-
ISAHCbKUX BUCOTOK.

bepyunu mo yBaru To4Hy faTy i1 4ac, — a 3 MOMEHTY aTaK/ Ha
eHeproMmepexy B rpygHi 2015-ro MuHyB MaliKe pik, — JcumHCcbKuMin
TBEpPAO 3HaB: HOBMII OnekayT He OyB BumagkoBuM. Kibepcreria-
JIICT MO yMaB IIPO MOPO3 Ha BY/IUIi, — CIMHAALIATh IPAfyCiB MO-
pO3y, — MpO Te, K IMOBIIBHO BUXOIOMKYBAaTUMYTbCS OCE/l B TH-
csiyax OYIOVHKIB, i PO Te, CKUIBKM Yacy 30CTajnocs, 1mob Tpyou
3aMep3u Yepe3 IPUNMHEHHS POOOTH BOISTHUX ITOMIL.

CaMe TOji B ronoBi fcMHCbKOro ImpoMariHy/la iHIIa MapaHoi-
fajibHa AyMKa: 3a OCTaHHI YOTUPHAAUATD MiCALIB BiH ONMHUBCA
y LeHTpi BucxigHoi kpmsu. Bce 6inpime ykpaiHCbKUX KOMIIaHIif
1 lep>KaBHMX YCTAHOB 3BEPTAINCA [JO HbOTO 3 IIPOXaHHAM IIpOaHa-
Ni3yBaTU HalleCTs KibepaTax, sIKi 3aBJjaBaiy CTPIMKIX i HellafHUX
yhaapiB no ix mosmniax. I 3a nuMm atakamu, cXoxKe, CTOA/IA OffHA
rpymna xakepis. Bigrenep fcunacbkuit He Mir mo36yTucs BigayTT,
IO Ti paHTOMY — IIPUBUAMN, YUi CTiU BiH BiICTE>XyBaB IPOTATOM

POKY, — noBepHynucs. Yepes inTepHeT. Y 11010 OMiBKY.



Yacmuna 1

IIOABA

Ananizyiime 6 neputi x cexynou. Tax eu moxeme empa-
MUMu 4uMano Hazo0 OMmpumamu ueuoky nepemozy, aue
came eman 6uBYeHH — ue 3anopyxa ycnixy. He nocniwaii-
me i ditime énesHeHo.

1
«Hynvosuii deHv»

3a mexxamu benTsero', ie MpoOMICIOBO-PO3BifyBaIbHMIT KOMII-
NeKc BammHrTOHy mepetikae B 6e3Kpae Mope IMapKOBOK i cipux
odicHUX MpuUMileHb, 0OBIIIAHMX JIOTOTUIIAMM 71 Ha3BaMIU KOMIIa-
HiiT, — Hi6U 14 ToTro, 06 iX mBUAKO 3a6ymm, — B IllaHTinbi, M0
y wrarti BipmkuHisa, posramosaHo OyniBio, Ha YeTBEPTOMY IIO-
BepCi AKOI € BHYTPilHA KiMHaTa 6e3 BikoH. i cTinn modapbosano
B MaTOBUII YOPHMII KOJIip, Hade /I TOTO, 1100 CTBOPUTHM HETaTHB-
HUI IIPOCTIpP, Y AKUI He OTPAIlISAE€ 30BHIIIHE CBIiTIIO.

Y 2014 poui, mpu6m3HO 3a piK g0 MOYATKy KibepBiitHU B YKpa-
iHi, IJe TpUMillleHHs HeBe/IMKa IIpyBaTHA KoMItaHis iSight Partners,

! ABrocTpaja HaBKo/O penepanbHOro okpyry Komymbis (npum. — nepexs.).
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